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UKRAINE

17 JUN 2014
‘Brotherhood’ Pipeline
ALGERIA
28 JAN 2013
Ain Chikh
Two guards killed SYRIA/IRAQ
Ongoing Conflict Zone
lar attacks lik
LIBYA Regular attacks likely
14 FEB 2015
As-Sarir Oilfield SAUDI ARABIA
?n Several conflict-related incidents 02 SEP 14
] 08 OCT 14
Awamiya, Qatif District
ALGERIA
16 JAN 2013

In Amenas Massacre

COLOMBIA:
259 pipeline attacks in 2013
05JUL13
Cario Limon-Coveiias Pipeline
El Tarra, Norte de Santander
25 MAR 14
Cario Limon-Coveiias Pipeline
Arauca Province
12JUL14
Cario Limon-Coveiias Pipeline
Arauca Province
01 DEC 14

Cario Limon-Coveiias Pipeline
Arauca Province

EGYPT- SINAT
27 JAN 14 / 23 DEC 14
Persistent attacks in 2014
19JAN 15
More than 27 attacks since 2011

Recent Pipeline Attacks

‘ - MENA: Current oengeing Zones of Conflict
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Detected in  Malware Characteristics
2010 Stuxnet Attack against the Uranium Enrichment Plant at
Natanz/ Iran with the goal to damage centrifuges
« Code injection into the PLC
* Manipulation of Safety System
2011 - 2014 Duqu, Flame, Gauss Sophisticated information stealers
2012 Havex / Draconfly Attacks against energy firms in Western Europe and
North America via trojanized ICS software
2012 Attack against the Maintenance Center of a major
SCADA system provider
2015 Spear phishing Attack against Ukrainian power compani
BlackEnergy operating in manual mode for about
Manipulated Firmware
2016 Ransomware Encrypts e.g. hard disks,

DDoS attack against Dyn

about 1/3 of enterpris
Executed by a bo
services wher
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Dangerous trends with regard to Cyber Security:

m Networks are breached following a stock-piling approach
m 46% of all breaches without any sign of malware

m Attacks on HW- level

m Malware and back doors hidden in firmware
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SlellElEt Attack Technique Attacked Entity Goals Mal_nly
Layer Using
Water-holing SW Vendors Penetration
Enterprise Spear-phishin Pipeline Operator Data Exfiltration -
pearp g Service Provider Propagation 0]
D
- SW Vendors m
SCADA Trojanised iVEERIE Pipeline Operator Gain Remote Access
Remote Access ) :
Service Provider
EWS Compromise System Integrator
Control Legitimate Commands Pipeline Operator Gain Control

PLC Code Manipulation ~ Service Provider

Process Sensor De- Calibrafion Pipeline Operator
Fake Sensor Data P P

Sensor De- Calibration

Safety SyElel Physical manipulation
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Consequence of a successful attack:  Layers of Protection compromised

Community Emergency Response

Plant Emergency Response

Physical Protection (Dikes)

Physical Protection (Relief System)

Automatic Action SIS / ESD

Critical Alarms, Operator Supervision,
Manual Intervention

Basic Controls, Process Alarms,
Operator Superversion

Process
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Conseguences of a successful attack

m Dept. of Homeland Security

= Up to 6 months to fully recover from a cyber attack assuming no major equipment damage
= Plus lead times for replacing damaged equipment

m Ukrainian Power Grid

= Power outage for several hours, about 225.000 customers impacted

» Grid was operated for months in manual even thought there was n
damage

Amplifying attacks:
» hard disks and storage cards in workstations, s
= Firmware attacks against the Serial-to-Et
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= Programs and Agencies for Critical Infrastructure Protection

» e.g. EU, Germany, Netherlands, USA, Canada, UK, Australia, U.A.E., South Africa

= | aws

» the German “IT Sicherheitsgesetz”

= European “Network and Information Security Directive”

= |ndustry and Corporate Standards

= NERC CIP
= Shell DEPs
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= |EC 61511 ed. 2

= New security risk assessments included HAZOPs, relating to malicious interference

= Measures making the SIS sufficiently resilient against identified security risks

» |ndependence, diversity and physical separation between protection layers

= |ISA 99/ IEC 62443 — Security for Industrial Automation Sys
» |ntegrated Security Management System

= Physical separation of networks into Zones and Conduits, Fo

= |[EC 62351 — information security for p
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Integrated
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LEGAL FRAMEWORK

Safe and Secure Operation
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Security Master Plan
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A Joint ILF and ALARY X Concept

Project
Life Cycle

Joint ILF & Alaryx Services
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Business
Identification

Project Framing

Project Definition

Project
Realisation

Business Control

Business Closure

Pre-/ Feasibility
Studies
Geographical
Intelligence

Ground Validation
Assessments

Due Diligence
Conceptual Design

Environmental &
Social Impact
Assessment

Execution
Strategies

Security Master
Plan

Permit Application
Design
Basic, FEED,
Tender Design

CSR Plans
Response Plans

Procurement

Documentation for
Investment Decision

Supply Chain
Management
Detailed Design

Design Review

Construction
Supervision

Commissioning &
Trial Operation

Emergency and
Evacuation Plans

Operations Audit &
Penetration Test
Operation
Procedures

Optimisation
Studies

Modification
Planning

Rehabilitation
Planning

Maintenance
Support

Due Diligence

Decommissioning
Planning

Project Management

ILF integrates “Security Engineering” into standard engine
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